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Congestion management is more than congestion control 

Flow Control 

Congestion Control 

Host CC

Admission Control 

Packet Scheduling 

Active Queue Management 

Buffer Management
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What packet next 

and when?

?

Packet scheduling 

Minimize tail latency

Minimize FCTs

Enforce fairness

Prioritize packets with higher queuing time

Prioritize packets from short flows

One packets from each class at a time

FIFO+

SRPT, PIAS, pFabric

WRR, (S)FQ, WFQ
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a universal scheduling algorithm does not exist
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Quite unfortunately… 

a universal scheduling algorithm does not exist

“You can’t have everything you want,

but you can have anything you want”

ProgrammableGenerality

Universal packet scheduler Scheduling



Push-In First-Out (PIFO) queues 

enable programmable packet scheduling
SIGCOMM'16



Push-In First-Out (PIFO) queues 

enable programmable packet scheduling

Pushes packets into arbitrary locations

Drains packets from the head

(Packet ranks)

PIFO Queue
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Rank computation 
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Push-In First-Out (PIFO) queues 

enable programmable packet scheduling

Programmable Scheduler



Implementing PIFO queues in hardware is challenging

assumes monotonically increasing ranks

supports ~1k flows and ~10 Gbps

implementing ASICs takes yearsDeployability

Scalability

Flexibility

Existing proposal…

Moreover…



on existing devices?

Can we approximate PIFO queues…

at scale, and

at line rate,



 Introducing… 

SP-PIFO

A deployable, scalable and flexible  

PIFO approximation



Rank computation 
programmable

Adaptation Strategy

1
2
445

3p.rank = f.size

f = flow(p)

Strict-Priority Queues 
fixed

Programmable Scheduler

SP-PIFO approximates PIFO using Strict-Priority queues 
and a dynamic mapping strategy
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a new type of network-layer DDoS attack

Critical
Target Link

Attacker

User
Services

Short high-rate pulses
a critical link
Target

Multiple

Volumetric
(Gbps)

attack vectors



Pulse-wave DDoS attacks are composed of 

short-duration high-rate traffic pulses

Damian Menscher, Google 2021

Time07:00 07:30 08:00 08:30

~ 1 minShort duration: 

High
Different vectors: e.g., NTP, DNSThroughput



Signature-based

Access-control lists

Pulse-wave DDoS attacks exploit  

the limitations of existing defenses

attack coverage
Narrow
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Rerouting-based

attack coverage
Narrow

Drastic
mitigation

Critical
Target Link

Attacker

User
Services

In-Network 
Defense

Filter-based

Pulse-wave DDoS attacks exploit  

the limitations of existing defenses



attack coverage
Narrow

Slow

Drastic
mitigation

reaction time Critical
Target Link

Attacker

User
Services

Offline
Appliance

In-Network 
Defense

Pulse-wave DDoS attacks exploit  

the limitations of existing defenses

Up to minutes !!



Critical
Target Link

Attacker

User
Services

Offline
Appliance

In-Network 
Defense

attack coverage
Narrow

misconfiguration
Risk of

Slow

Drastic
mitigation

reaction time

mitigate;

If count > threshold: 

Pulse-wave DDoS attacks exploit  

the limitations of existing defenses



A pulse-wave DDoS defense needs to be … 

Generic
detection

Fast

Safe
mitigation

reaction

Automated
configuration

attack coverage
Narrow

misconfiguration
Risk of

Slow

Drastic
mitigation

reaction time



 Introducing… 

ACC-Turbo

A generic, safe, fast, and automated 

DDoS defense



C4

C2

C3 C1

In-network  
online clustering

4

Data plane
Programmable 
scheduling

666

2

3

1

Assess clusters Control plane
Cluster 
statistics

ACC-Turbo

2022



How to automatically mitigate inferred attacks? 

… leverages the whole uncertainty spectrum

… is safe

… does not require activation

with fine-grained scheduling policies

can be always-on

only drops under congestion

Programmable

scheduling

ACC-Turbo deprioritizes malicious clusters
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Minimize tail latency

Minimize FCTs
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What packet next 

and when?

any

With programmable scheduling,  

we can program any policy

Which one(s)?



 Introducing… 

QVISOR

A packet scheduling  

hypervisor



Inputs

What would it take to run  

multiple scheduling algorithms?

Techniques

Tenant 1 Tenant 2 Tenant 3

Hypervisor

pFabric EDF WFQ

Hardware Scheduler

Operator

Prioritize tenant 1 



Tenants have the illusion that  

their traffic is scheduled by a PIFO queue

879

Packet sequenceTenant 1

Tenants label each packet with a rank 

and the tenant ID

pFabric



3T31T28T17T19T1

Packet sequenceTenant 1

Tenant 2

Tenant 3

Tenants label each packet with a rank 

and the tenant ID

Tenants have the illusion that  

their traffic is scheduled by a PIFO queue

pFabric

EDF

FQ



Operators define their policy  

with a composition language 

Strict priority>>

> Best-effort priority

+ Sharing

T1 >> T2 + T3

Tenants have the illusion that  

their traffic is scheduled by a PIFO queue

Policy:



Tenant 1 Tenant 2 Tenant 3

QVISOR

pFabric EDF WFQ

Operator

Hardware Scheduler

T1 >> T2 + T3

QVISOR takes as input the policies from  

the tenants and the operator 

Packets



Packets

Tenant 1 Tenant 2 Tenant 3

QVISOR Synthesizer

pFabric EDF WFQ

Operator

Hardware Scheduler

QVISOR synthesizes a joint scheduling function 

and deploys it to hardware

Pre-processor

QVISOR

T1 >> T2 + T3



Currently, the synthesizer supports  

two operation types 

QVISOR’s synthesizer generates a set of  

rank-transformation functions

Rank normalizations

Rank shifts

{ 7, 8, 9 }

{ 700, 800, 900 } { 7, 8, 9 }

{ 1, 2, 3 }



Tenant 1 Tenant 2 Tenant 3

QVISOR Synthesizer

{ 7, 8, 9 } { 1, 3 } { 1, 2 }

{ 7, 8, 9 } { 1, 3 } { 1, 2 }

{ 1, 2, 3 } { 4, 6 } { 5, 7 }

Operator

T1 >> T2 + T3

QVISOR’s synthesizer generates a set of  

rank-transformation functions

Rank-transformation 

functions



Tenant 1 Tenant 2 Tenant 3

QVISOR Synthesizer

{ 7, 8, 9 } { 1, 3 } { 1, 2 }

Rank-transformation 

functions

Operator

T1 >> T2 + T3

QVISOR’s synthesizer generates a set of  

rank-transformation functions

T1: {7,8,9}      
T2:    {1,3}         
T3:    {3,5}       

QVISOR  Pre-processor

{1,2,3} 
{4,6} 
{5,7}



QVISOR’s pre-processor applies the transformation functions 

at line rate in the data plane
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QVISOR’s pre-processor applies the transformation functions 

at line rate in the data plane

T1: {7,8,9}      
T2:    {1,3}         
T3:    {3,5}       

QVISOR  Pre-processor

{1,2,3} 
{4,6} 
{5,7}

31879

PIFO 12345

T1 >> T2 + T3



QVISOR Synthesizer

Tenant 1 Tenant 2 Tenant 3

pFabric EDF WFQ

Operator

Hardware Scheduler

Pre-processor

QVISOR

T1 >> T2 + T3

Rank transformation

Configuration

Specification

QVISOR
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